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Technologies

Introduction

Artificial Intelligence (Al), frequently conceptualised as a sophisticated language model, refers to
information-processing systems capable of adapting to their environment despite operating with
inherent resource and knowledge constraints (Kang, 2023). In the educational sphere, Al in Education
(AIED) is principally concerned with developing computational systems that perform cognitive tasks
traditionally associated with human minds, such as learning and problem-solving (icen, 2022; Barasa,
2025). The integration of Al into academia is no longer a nascent phenomenon but an established reality
that society must navigate, given its profound benefits for stakeholders, including students, lecturers,
and researchers.

The transformative potential of Al is already being realised across higher education. Tools powered by
large language models (LLMs), which are trained on vast corpora of online text, can generate answers
and provide support by learning from this data (Elbanna & Armstrong, 2023). For instance, Al-driven
chatbots assist students by delivering information, facilitating discussions on specific topics, resolving
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queries, and offering real-time feedback (Pillai et al., 2023). This has led to the emergence of 'teacher-
bots' —computer-based systems that assume roles traditionally filled by teaching assistants, such as
organising educational materials, enhancing data analysis, and providing prompt responses to
anticipated inquiries (Kang, 2023; Pillai et al., 2023; Kong et al., 2024). Consequently, Al is driving a
substantial shift in educators' roles and the dynamics of the learning environment, with virtual
assistants taking on various instructional duties.

The benefits of this integration are multifaceted. For educators, Al can reduce the time devoted to
administrative tasks, allowing them to dedicate more effort to improving instructional quality and
student engagement (Igen, 2022). For students, Al facilitates more personalised and effective learning
experiences. School administrators already utilise Al to measure student learning, support teachers,
and even deliver direct instruction (Tyson & Sauers, 2021). Furthermore, the implementation of Al has
catalysed the development of more robust evaluation and assessment methods, leading to greater
faculty engagement (Rahiman & Kodikal, 2023).

However, the pervasive integration of Al also raises significant concerns. Issues regarding the extent to
which Al can or should replace human interaction, alongside profound ethical considerations, must be
addressed (Tyson & Sauers, 2021). As noted by Alam (2021), the accessibility of Al through low-cost
smart devices makes it available to the general public, but this also amplifies concerns about data
privacy, algorithmic bias, and the equitable implementation of these technologies. Therefore, while Al
presents a powerful opportunity to enhance educational processes, its adoption necessitates careful
strategic planning and ethical scrutiny.

This study aims to explore the impact of Al on the future of education by systematically examining
considerations for its adoption and strategies for its effective integration. The following research
questions guide it:

i. RQ1: What are the considerations for the adoption of Al in Education? ii. RQ2: What are the strategies
and suggestions for effectively integrating artificial intelligence in education?

Conceptual framework

This conceptual framework maps the connections between the ethical challenges of adopting Al in
education (inputs), the actions taken to address them (processes), and the resulting academic impacts
(outputs). The input variables include foundational ethical concerns such as cost, privacy, algorithmic
bias, and safety. These challenges directly shape the process variables and institutional strategies, such
as developing policies, conducting training, and launching awareness campaigns. The core function of
these implementation strategies is to act as a crucial bridge, mediating the path from ethical challenges
to desired results. When executed effectively, these processes yield positive outcomes, including
equitable Al use, enhanced teaching and learning experiences, and robust academic integrity,
supported by continuous monitoring to uphold ethical standards. Ultimately, the framework posits that
strategic implementation is the key mediator that ensures ethical concerns are systematically addressed
to achieve beneficial educational outcomes. For details, see Figure 1
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Figure 1: Ethical Al in Educational Framework

Methodology

Study Design: This study adopted a systematic scoping review design, following the Preferred
Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA) framework (Page et al., 2021).
The use of the PRISMA protocol ensured that the review process-maintained transparency,
methodological rigour, and reproducibility. The scoping review approach was chosen to
comprehensively map existing evidence and conceptual perspectives on the ethical integration of
Artificial Intelligence (Al) in academic contexts. This approach was guided by the Arksey and O'Malley
(2005) framework and further refined by Peters et al. (2020).

Source of information: A comprehensive literature search across several reputable academic databases
was conducted to identify relevant, up-to-date studies. The main databases included Google Scholar,
Emerald Insight, Research4Life, and EBSCOhost. To minimise the risk of missing key publications,
reference list screening (snowballing) was also employed, as recommended by Peters et al. (2020), to
identify additional influential sources not retrieved through the initial searches.

Search Strategy: A targeted search strategy was designed to align with the research objectives. Boolean
operators (AND, OR) were used to connect and broaden the search terms effectively. Core search strings
included: “AI AND adoption + education,” “artificial intelligence OR education,” “Al and education,” “ethical
AI AND higher education,” and “machine learning AND teaching.” The selection process involved a three-
stage screening of titles, abstracts, and full-text review based on clearly defined inclusion and exclusion
criteria. The final selection process and study flow were systematically documented using a PRISMA
flow diagram. For details, see Figure 2

Validity and Reliability: To uphold credibility and research integrity, we followed ethical
guidelines and applied rigorous scholarly standards throughout the process. All sources were
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appropriately acknowledged, and the results were reported objectively. Additionally, the research
approach was structured to ensure reliability and validity by implementing a predetermined
protocol, a replicable and systematic search strategy, and a uniform procedure for screening and
analysing the included studies.

Ethical Considerations: Although this review was based exclusively on previously published literature, strict ethical
standards were observed throughout the process. Academic integrity was ensured through a systematic and unbiased
search strategy, transparent reporting of procedures, and accurate representation of the original authors” findings. All
sources and intellectual contributions were duly acknowledged to avoid plagiarism, and diverse scholarly perspectives
were critically considered to minimise potential researcher bias and maintain a balanced synthesis of the evidence.
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Figure 2: PRISMA Diagram Slightly Modified by Researchers
Results and Discussion

Results

The systematic search and selection process yielded a body of peer-reviewed articles, published
predominantly between 2020 and 2023, which form the core evidence base for this review. The analysis
of this literature reveals two central themes concerning the adoption and integration of Artificial
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Intelligence (Al) in education. First, the findings identify a consistent set of critical considerations that
institutions must address when adopting Al. These include significant factors such as financial costs
and time investment, data privacy issues, ethical concerns about algorithmic bias, apprehensions about
job displacement, and overarching safety and reliability considerations.

Second, the study synthesises key strategies for the effective and responsible integration of these
technologies. The evidence points to the necessity of establishing robust institutional policies and
guidelines, utilising plagiarism detection tools, and prioritising the education of both students and
faculty. Furthermore, effective integration involves fostering an environment of critical thinking,
implementing peer-review and faculty oversight mechanisms, conducting dedicated workshops on
ethical Al use, and committing to a cycle of continuous monitoring and evaluation to ensure these
systems remain aligned with pedagogical goals.

Discussion of the Results
To facilitate readers' follow-up, the authors organised this section around the research questions
guiding this study.

Research Question One: What are the considerations for the adoption of Al in Education?
Analysis of the scientific literature has identified several considerations for implementing Al across
sectors, including education. These considerations are discussed in the following sections:

Costs and Time: The substantial financial investment required for Al infrastructure and expertise
creates a critical barrier, particularly for public institutions in developing countries (Zawacki-Richter et
al., 2019). This resource disparity risks widening global educational inequality, challenging the
narrative of Al as an equalising force in education. The need for continuous financial support
compounds this challenge, as outlays for system updates, maintenance, and educators' digital
upskilling can strain institutions' limited budgets in the Global South (Pedro et al., 2019).

Privacy Issues: Al systems' reliance on extensive personal data collection raises serious ethical concerns.
Students' sensitive information regarding learning styles and capabilities becomes vulnerable to
potential discrimination and misuse (Zawacki-Richter et al., 2019). The tension between personalised
learning and personal privacy represents a fundamental challenge that requires robust safeguards and
transparent data policies to maintain student trust and autonomy. This is a critical concern for
stakeholders, as highlighted in a systematic review that found the ethical use of student data to be a
predominant theme in the literature on Al adoption (Duarte et al., 2023).

Job Displacement: The discourse around Al and employment remains complex and often speculative.
While some studies present sobering predictions —such as that automation may affect a larger share of
occupations in developing nations than in developed ones (Gwagwa et al., 2020; Saaida, 2023) —the
reality is nuanced. Al can indeed automate routine tasks, potentially displacing roles centred on manual
labour or repetitive cognitive work. However, this technological shift also creates new opportunities in
fields such as Al development, data ethics, and human-AlI collaboration. Rather than wholesale job loss,
we are more likely to see a transformation in work, requiring adaptation and new skill sets. This
transformation underscores the urgent need for educational reform to align curricula with future
workforce demands, ensuring graduates possess the skills to thrive in an Al-augmented economy
(Phillip-Durham & Deasey Weinstein, 2025).
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Ethical Issues: As Al becomes embedded in daily life, ensuring its fair and ethical use, especially among
students, is increasingly urgent (Qadir, 2023). Ethical application of Al can support the development of
truly competent professionals (Saaida, 2023), but this potential depends on strong governance.
Reinforcing regulations, ethical standards, and policy norms is essential to align Al's growth with
human values and intelligence (Burbules et al., 2020). This is not just a technical matter but a societal
imperative. A key aspect of this governance is fostering "trust" and "transparency," which are identified
as critical factors influencing the acceptance and use of Al technologies in educational settings (Xue et
al., 2025).

Potential Biases: Al systems often reflect the perspectives of their creators. Since a large portion of Al
development and data collection occurs in developed nations, the resulting systems can be skewed
toward certain cultural contexts and experiences. This lack of diversity can embed bias into automated
decisions, as illustrated by Obermeyer and Mullainathan (2019), who documented racial bias in a
healthcare algorithm. Ensuring inclusive data and diverse perspectives in Al development is critical to
building fair and representative systems. This issue is particularly salient in diverse regions like
Southeast Asia, where the cultural relevance and local applicability of Al tools are significant concerns
for students (Homer et al., 2025).

Safety Concerns: Despite its capabilities, Al, including tools like ChatGPT, still lacks depth of
understanding and raises valid safety concerns (Elbanna & Armstrong, 2023). While Al can enhance
learning and teaching strategies (Sayed Al Mnhrawi & Alreshidi, 2022), overreliance is risky. Superficial
or unverified Al-generated content should not be used without human review. Responsible use requires
users to cross-check Al outputs, especially in decision-making contexts. These concerns are echoed in
recent literature, which identifies significant barriers to safe implementation: potential for inaccurate
information ("hallucinations"), academic integrity issues, and a lack of nuanced human understanding
(Ojha, 2024). Implementing Al in education requires weighing multiple factors: costs, privacy, job-
market shifts, ethics, bias, and safety. Organisations, especially in developing countries, must navigate
financial constraints while safeguarding data and ensuring equitable, secure Al use. A balanced
approach, guided by ethical oversight and human judgement, is essential to harness Al's benefits
responsibly.

Research Question Two: What are Strategies and suggestions for effectively integrating artificial intelligence
education?

The proposed strategies for Al integration across various priority studies, while theoretically sound,
reveal significant implementation challenges and potential contradictions when examined critically.
The prevailing approach often prioritises institutional protection over pedagogical transformation,
raising questions about whether current frameworks adequately prepare education for an Al-driven
future.

The Policy-Action Chasm in Institutional Guidelines: While establishing institutional policies is
widely advocated (Jarajhi et al., 2023; Vrontis et al., 2022), there exists a concerning gap between policy
creation and meaningful implementation. Most guidelines take a defensive stance —focusing primarily
on preventing plagiarism and misuse —rather than proactively exploring how Al might fundamentally
enhance learning. This defensive posture reflects what Schiff (2021) identifies as the "industrialisation"
of education, where risk management trumps educational innovation. The critical question remains:
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are institutions developing policies to control Al or to leverage its transformative potential? For policies
to be effective, they must be accompanied by practical implementation frameworks that address
faculty training and provide clear, actionable guidance for classroom use, rather than mere
restrictions (Duarte et al., 2023). Furthermore, successful adoption hinges on aligning these policies
with the core perceived benefits and facilitating conditions that influence user acceptance, as
identified in technology adoption models (Xue et al., 2025).

The Unsustainable Detection Arms Race: The reliance on plagiarism detection tools represents what
might be termed "pedagogical laziness", an institutional preference for technological surveillance over
meaningful assessment reform. As Khalil and Er (2023) correctly note, Al-generated content
increasingly evades detection, initiating an unwinnable technological arms race. This approach
fundamentally misdiagnoses the problem: rather than detecting Al use, educators should be asking
why traditional assessments remain so vulnerable to Al substitution. The preservation of easily-gamed
assignment structures suggests deeper issues with assessment relevance that institutions have been
reluctant to address. A more sustainable strategy involves a fundamental redesign of assessments
towards formats that Al finds difficult to complete, such as authentic, project-based work that
reflects real-world tasks and requires personal reflection and critical thinking (Ojha, 2024; Phillip-
Durham & Deasey Weinstein, 2025).

The Superficiality of "Al Literacy" Initiatives: Current educational workshops often reduce Al literacy
to tool familiarity and warning about hazards —what might be criticised as "driver's ed" approaches to
complex cognitive technologies. This superficial engagement avoids the more challenging task of
reimagining curriculum for an Al-augmented world. As Voulgari et al. (2022) hint, true Al literacy
requires not just understanding how to use Al tools but comprehending their epistemological
implications—how they shape what counts as knowledge and valid argumentation. Most current
training fails to address these deeper philosophical dimensions. To be effective, Al literacy must be
embedded across the curriculum, fostering a critical understanding of Al's capabilities, limitations,
and ethical dimensions, rather than being confined to one-off workshops (Pedr¢ et al., 2019). This
comprehensive literacy is crucial for preparing a future workforce that can leverage Al as a
collaborative tool rather than merely a consumer of its outputs (Phillip-Durham & Deasey
Weinstein, 2025).

Critical Thinking as a Defensive Measure: The emphasis on critical thinking, while laudable, often
serves as a convenient abstraction that lets institutions avoid concrete curriculum reform. Encouraging
critical thinking without providing specific frameworks for interrogating Al outputs amounts to what
educational critics might call "responsibilisation" —downloading the complex work of navigating Al's
limitations onto individual students and faculty. The troubling question is whether "critical thinking"
has become a buzzword that masks institutional unwillingness to make difficult decisions about what
core skills and knowledge remain essential in an Al-rich environment. This necessitates moving
beyond abstract calls for critical thinking to providing students with explicit strategies and
frameworks for prompt engineering, cross-verifying Al-generated information, and assessing the
credibility of Al sources, thereby turning a defensive measure into a proactive skill (Ojha, 2024).
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The Paradox of Peer Review in an Al-Saturated Environment: Peer review, while traditionally revered
as a quality assurance mechanism, faces unprecedented challenges in detecting sophisticated Al-
generated content. More fundamentally, Al calls into question the very purpose of academic review:
are we evaluating human understanding or the effective deployment of Al systems? The presumption
that human oversight can effectively monitor Al systems of increasing sophistication represents what
might be termed the "hubris of human exceptionalism" in educational contexts. The focus must
therefore shift from detection to process-oriented evaluation, where assessment values the
student's journey, including drafts, research notes, and reflective commentaries on their use of Al,
thereby making the development of understanding visible and central to the learning outcome
(Duarte et al., 2023).

The Structural Barriers to Meaningful Implementation: Ultimately, these strategies confront the
fundamental tensions Nguyen et al. (2023) identify between Al's potential and educational institutions'
structural inertia. The commitment to "continuous monitoring" often devolves into compliance
checking rather than genuine pedagogical evaluation. Without addressing underlying issues, including
faculty workload, institutional rewards structures, and resistance to curricular innovation, these well-
intentioned strategies risk becoming what educational reformers term "firefighting measures" that
address symptoms while ignoring systemic causes. The central paradox remains institutions seek to
integrate a transformative technology using incremental, control-oriented approaches. Overcoming
this requires strong leadership and a clear vision that connects Al integration to broader
educational goals, such as enhancing equity and personalising learning, rather than treating it as a
standalone technological add-on (Pedr6 et al, 2019). Moreover, understanding the user
perspective, particularly students' trust in and acceptance of Al, is critical for designing
implementations that elicit engagement rather than resistance, as highlighted by regional studies
(Homer et al., 2025). Until educational leaders confront the need for more fundamental reimagining
of teaching, learning, and assessment, Al integration will likely remain superficial, defensive, and
ultimately inadequate to prepare students for a future increasingly shaped by artificial intelligence.

Conclusion
Based on the study results, the researchers provide the following general conclusions.

Al integration in education: The study highlights the growing use of Al-powered tools and virtual
assistants to improve various aspects of the learning process. Al is altering traditional classroom
dynamics, from individualised learning experiences to administrative support for educators.

Ethical problems: The expanding use of artificial intelligence in education raises concerns about data
privacy, algorithmic bias, job displacement, and the appropriate use of Al-generated texts. These ethical
issues must be addressed to ensure Al technology is used responsibly and ethically in educational
settings.

Need for Guidelines and Training: To effectively integrate Al in education, clear institutional policies and
guidelines should be established to govern the use of Al-generated content. Additionally, workshops
and training sessions for students and faculty are essential to promote responsible and ethical use of Al
in academic writing.
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Recommendations
Drawing from the findings of this systematic review, the following recommendations are proposed to
support policymakers, institutional leaders, and educators in integrating Al meaningfully within
education systems:

i. Transition from Reactive Policies to Purposeful, Pedagogical Al Frameworks: Institutions should
move beyond narrowly framed policies centred on plagiarism and academic misconduct. Instead, they
should adopt forward-looking frameworks that guide intentional and pedagogically grounded Al use.
This includes supporting educators with practical implementation guidelines, fostering assessment
approaches that are resistant to Al misuse (such as project-based tasks, reflective portfolios, and oral
examinations), and recognising innovation in teaching practice. Such a shift would help close the gap
between policy and classroom practice and prevent reliance on escalating detection strategies that offer
diminishing returns.

ii. Establish Comprehensive Al Literacy Programs for All Stakeholders: To address the current gaps in
meaningful Al understanding, institutions should implement structured and multi-level Al literacy
initiatives for students, educators, and administrators. For students, training should extend beyond tool
familiarity to include prompt design, ethical reasoning, and critical evaluation of Al-generated
information. For educators and leaders, the focus should include curriculum redesign, pedagogical
integration, and governance issues such as privacy, transparency, and data protection. Building this
shared foundation ensures responsible, confident, and informed use.

iti. Promote Ethical, Locally Relevant AI Development Ecosystems: Given ongoing concerns regarding
fairness, transparency, and cultural relevance, education systems — especially in developing contexts —
should not remain passive adopters of foreign Al tools. Instead, they should actively participate in
shaping Al solutions that are grounded in local languages, values, and educational priorities. This
requires investment in local Al research and development, the development of culturally diverse
datasets, and the establishment of ethical review mechanisms to guide implementation and
procurement. Doing so will help ensure that Al tools are equitable, contextually meaningful, and
socially responsible.
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